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About the Author:

Jonathan Levin specializes in training and consulting services. This, and many other 
training materials, are created and constantly updated to reflect the ever changing 
environment of the IT industry.

To report errata, or for more details, feel free to email JL@HisOwn.com

This material is protected under copyright laws. Un authorized reproduction, alteration, use in part or in whole is prohibited, without 
express permission from author. I put a LOT of effo rt into my work (and I hope it shows). Respect that .
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My IP & Subnet Mask == 
Target IP & Subnet Mask

Not My Problem:
Deliver to gateway -Perform ARP Lookup

- Deliver locally
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* - ARP is an extremely loud, broadcast based protocol – meaning it is visible to all hosts on the subnet and interrupts them, so hosts     
aim to use it at the bare minimum. The actual ARP lookup via broadcast are actually performed only once, and the results are cached   
for a short period (usually 60-120 seconds).  This saves the need for subsequent ARP requests for each packet, and so long as packets 
are transferred between the hosts the caching timeout period resets.
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Ethernet II :

Destination
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Protocols:

Networking Protocols – OSI Layers 2-4:
Focusing on - Ethernet, Wi-Fi, IPv4, IPv6, TCP, UDP and SCTP

Application Protocols – OSI Layers 5-7:
Including - DNS, FTP, SMTP, IMAP/POP3, HTTP and SSL

VoIP:
In depth discussion of H.323, SIP, RTP/RTCP, down to the packet level.

Linux:

Linux Survival and Basic Skills:

Graceful introduction into the wonderful world of Linux for the non-command line oriented 
user. Basic skills and commands, work in shells, redirection, pipes, filters and scripting

Linux Administration:

Follow up to the Basic course, focusing on advanced subjects such as user administration,  
software management, network service control, performance monitoring and tuning.

Linux User Mode Programming:

Programming POSIX and UNIX APIs in Linux, including processes, threads, IPC and 
networking. Linux User experience required

Linux Kernel Programming:

…If you liked this course, consider…
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Linux Kernel Programming:

Guided tour of the Linux Kernel, 2.4 and 2.6, focusing on design, architecture, writing 
device drivers (character, block), performance and network devices

Embedded Linux Kernel Programming:

Similar to the Linux Kernel programming course, but with a strong emphasis on 
development on non-intel and/or tightly constrained embedded platforms

Windows :

Windows Programming:

Windows Application Development, focusing on Processes, Threads, 
DLLs, Memory Management, and Winsock

Windows Networking Internals:

Detailed discussion of Networking Protocols: NetBIOS/SMB, CIFS, 
DCE/RPC, Kerberos, NTLM, and networking architecture

Security:

Cryptography:

From Basics to implementations in 5 days: foundations, Symmetric Algorithms, 
Asymmetric Algorithms, Hashes, and protocols. Design, Logic and implementation

Application Security

Writing secure code – Dealing with Buffer Overflows, Code, SQL and command 
Injection, and other bugs… before they become vulnerabilities that hackers can exploit.
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