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Routing

* Network packets are delivered at the link layer level
— Actual delivery performed by performing MAC address check

* Nodes distinguish between local subnet and “elsewhere”
— Local delivery done directly at layer Il
* Node performs ARP lookup for IP addresses within its own subnet

— “Elsewhere” handled by a “Default Gateway” router
* Node performs ARP lookup for Default Gateway, and delivers to it.

Routing
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* - ARP is an extremely loud, broadcast based protocol — meaning it is visible to all hosts on the subnet and interrupts them, so hosts
aim to use it at the bare minimum. The actual ARP lookup via broadcast are actually performed only once, and the results are cached
for a short period (usually 60-120 seconds). This saves the need for subsequent ARP requests for each packet, and so long as packets
are transferred between the hosts the caching timeout period resets.
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MPLS

MPLS

* Defined in:
— RFC3031 (MPLS Architecture)
— RFC3032 (MPLS Encoding)

Defines 20-bit “Labels” for routing
— Each packet may contain one or more labels, in stacks
— Routing is performed exclusively by label matching

.
+ Fits in between layers |l and Il of the OSI model :""'mf"t‘_’"
resentation
— Carried in Ethernet or other layer |l Socsion
— Encapsulates layer Il orlayer Il protocols Transport

Network
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Data Link
Physical

4t D& '#.& 7<
7 <=0=/ 7 <=0=1
$ ; =14
104 % (% "#:&
#. #>
"#.& "H#:.&
#2#> 9
@#A ) "H#: &+ A "#:&
#
! BC:< '#:& ?
033.6 '#&' 033.3 "#.&
X #it# Hit# 0013/

7 A#; C 030
Ethernet |l :

EtherType .... Data ....

41>4



MPLS

MPLS Labels

Labels are 32-bit identifiers, broken down as follows:

3-bit “Experimental”
(RFC4562—TC)

Time To Live

K o o

20— bit Identifier ’

Bottom of stack

Actual Label occupies 20/32 bits (Labels 0-15: Reserved)
Experimental bits copy IP ToS (defined as “TC” in RFC5462)
One bit is reserved for bottom of stack

TTL bits implement hop count
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Label Distribution

Label Distribution Protocol

» LDP (Label Distribution Protocol) defined in RFC5036
— Original definition is in RFC3036, made obsolete by RFC5036.
— Obsoletes Cisco’'s TDP (TCP 711)

— Operates over UDP (multicast discovery) or TCP (session) 646
+ Unicast mode often called “targeted LDP” or tLDP

» Defines four types of messages
— Discovery messages: announce/maintain presence of LSR
— Session messages: establish/maintain/terminate LDP sessions
— Advertisement messages: create/change/delete FEC labels
— Notification messages: informational/error messages
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..If you liked this course, consider...

Protocols:

Networking Protocols — OSI Layers 2-4:
Focusing on - Ethernet, Wi-Fi, IPv4, IPv6, TCP, Uail SCTP

Application Protocols — OSI Layers 5-7:
Including - DNS, FTP, SMTP, IMAP/POP3, HTTP and SSL

VolP:
In depth discussion of H.323, SIP, RTP/RTCP, dawthé packet level.

Linux:

Linux Survival and Basic Skills:

Graceful introduction into the wonderful world oilux for the non-command line oriented
user. Basic skills and commands, work in shelldireetion, pipes, filters and scripting

Linux Administration:

Follow up to the Basic course, focusing on advarstdgjects such as user administration,
software management, network service control, pedoce monitoring and tuning.
Linux User Mode Programming:

Programming POSIX and UNIX APIs in Linux, includipgocesses, threads, IPC and
networking. Linux User experience required

Linux Kernel Programming:

Guided tour of the Linux Kernel, 2.4 and 2.6, fdogson design, architecture, writing
device drivers (character, block), performance rmethvork devices

Embedded Linux Kernel Programming:

Similar to the Linux Kernel programming course, tith a strong emphasis on
development on non-intel and/or tightly constraieetbedded platforms

Windows :

Windows Programming:

Windows Application Development, focusing on Praess Threads,
DLLs, Memory Management, and Winsock

Windows Networking Internals:

Detailed discussion of Networking Protocols: NetBISMB, CIFS,
DCE/RPC, Kerberos, NTLM, and networking architeetur

Security:
Cryptography:

From Basics to implementations in 5 days: founateti@ymmetric Algorithms,
Asymmetric Algorithms, Hashes, and protocols. Desiggic and implementation
Application Security

Writing secure code — Dealing with Buffer Overflov@yde, SQL and command
Injection, and other bugs... before they become valniéties that hackers can exploit.
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